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Updates from ISO/IEC JTC1 SC17 Plenary

ISO/IEC JTC1 SC17 Plenary



  

Overview of ISO/IEC JTC1/SC17



  

Structure of ISO/IEC JTC1/SC17



  

ISO/IEC JTC1 SC17 Plenary, 18-20 Oct 2017

I presented 3 reports – WG11 Convenor’s,
 Singapore country report, SC17 to SC37
 Liaison officer report
Next Plenary will be in Okayama, Japan

 (10-12 Oct 2018)



  

Updates from ISO/IEC JTC1 SC17 WG11

ISO/IEC JTC1 SC17 WG11
“biometrics on cards”



  

SC17 WG11, 4-6 Apr 2018, Winchester (IBM), UK

ISO/IEC 24787 project editors from Singapore
FDIS ballot of 24787 Ed 2 “On-Card-
Comparison” passed with zero negative votes
Start revision of TR30117 “Guide to on-card
Biometric comparison standards and apps”
Next meeting – Oct 4-5, 2018 in Okayama



  

Updates from ITU-T SG17 “Security” meeting

ITU-T SG17 Meeting
29 Aug - 6 Sep 2017
Geneva, Switzerland



  

ITU-T SG17, 29 Aug – 7 Sep 2017, Geneva

About 120 delegates over 8 working days
China, Korea, Japan sent most delegates



  

ITU-T SG17, 29 Aug – 7 Sep 2017, Geneva

Singapore had 3 delegates (Lin Yih, Hong
Tse Min, Raymond Lee)



  

ITU-T SG17 structure and work areas

PKI, identity management, application
 security are relevant to AICF activities



  

ITU-T SG17 structure and work areas

ITU-T SG17 meets twice a year
Singapore plans to attend at least once

 a year (Sep / Oct)

ITU-T SG17 has work items that overlap
 with ITU-T SG16 “Media, Systems and
 Applications”
ITU-T SG16 also covers “Intelligent

 Transport System”
ITU-T SG17 also has work items that overlap

 with ITU-T SG20 “IoT”

Singapore will monitor all these SGs



  

ITU-T SG17 “Security” 2018 meetings

ITU-T SG17 2018 Meetings

19 Mar, Workshop on 5G Security
20 – 29 Mar, ITU-T SG17

28 Aug, Workshop on Advanced
Cybersecurity Attacks and
Ransomware
29 Aug – 7 Sep, ITU-T SG17

IMDA staff attended March, will
attend Aug / Sep meetings



  

Overview of standards in SC17 WG11

Overview of standards
Developed in

ISO/IEC JTC1 SC17 WG11



  

Standards developed in SC17 WG11
 ISO/IEC 24787:2018 - On-card biometric comparison (2018 publication date 

to be confirmed)

 ISO/IEC TR 30117:2014 - Guide to on-card biometric comparison standards 

and applications

 ISO/IEC 18584:2015 - Conformance test requirements for on-card biometric 

comparison applications

 ISO/IEC 17839-1:2014 - Biometric System-on-Card -- Part 1: Core 

requirements

 ISO/IEC 17839-2:2015 - Biometric System-on-Card -- Part 2: Physical 

characteristics

 ISO/IEC 17839-3:2016 - Biometric System-on-Card -- Part 3: Logical 

information interchange mechanism



  

What is Match on Card ?
(also known as “biometric on card comparison”)



  

Overview of Match on Card (MoC)



  

 ISO/IEC 24787 covers topics such as

 Mandatory retry counter to prevent repeated brute force attack

 Return of comparison status in a trusted, secured manner

 Security policies for on-card biometric comparison

 Commands and rules to permit pre-comparison computations to 

be done off-card (“work sharing”, useful for Java card 

implementation)

 Single storage of biometric data shared by multiple applications

 ISO/IEC 24787:2018 (* date) FDIS ballot passed with zero negative 

votes

ISO/IEC 24787:2018 (* date)



  

TR 30117:2014

 ISO/IEC TR 30117:2014 summarizes how the international 

standards, recommendations and technical reports dealing with 

identification cards, biometrics and/or information security relate 

to each other with regard to the joint use of biometrics and 

integrated circuit cards

 Also provides further recommendations and policies needed by 

developers to integrate applications related to on-card biometric 

comparison.

 TR 30117 currently being revised, Ed 2 will be published in 2-3 

years



  

 ISO 18584:2015 establishes

 Conformance test requirements for using general framework for 

on-card comparison applications,

 Conformance test requirements for using work-sharing 

mechanism for on-card comparison applications, and

 Conformance test requirements to check accomplishment of 

security policies for on-card biometric comparison that are 

specified in ISO/IEC 24787

ISO 18584:2015



  

What is Biometric System On Card ?



  

 Biometric capture, feature extraction, comparison all on the card

 The samples shown here may not conform with ISO/IEC 17839-x

Biometric System on Card (BSoC)



  

 Defines two different types of system-on-card: Type S1 and Type S2

 Type S1 (“conventional”)

 Dimensions (thickness, width and height) in accordance with the ID-1 

format as specified in ISO/IEC 7810 (e.g. 0.76mm thick)

 Card withstands torsion and bending tests specified in ISO/IEC 7816-1

 Communication Interface may be any of the following:

 Contact interface as specified in ISO/IEC 7816-3

 USB interface as specified in ISO/IEC 7816-12

 Contactless interface as specified in ISO/IEC 14443

ISO 17839-1:2014



  

 Type S2 (“new, thicker”)

 Card must be 2.5mm thick, more than the one defined in ISO/IEC 7810

 Maximum width and height are within the boundaries of an ISO/IEC 7810 

card as specified in ISO/IEC 17839-2

 Need not conform to the ISO/IEC 7816-1 flexibility requirements

 Supports only contactless interface specified in ISO/IEC 14443

 2.5mm thick card cannot be inserted into standard card slot by mistake

 Regardless of S1 or S2, a card with swipe sensor must have some form of 

feedback mechanism such as LCD display, LED or buzzer

ISO 17839-1:2014



  

 ISO 17839-2:2015 covers “Physical characteristics”

 The minimum size of an fingerprint area sensor shall be 169 mm²

 In the case of a swipe sensor, the effective area of fingerprint 

capture is bigger than the sensor size. A swipe sensor shall have 

a minimum width of 13 mm (0.512 in)

 Allows fingerprint sensor, voice microphone, camera for facial 

image, signature input pad

ISO 17839-2:2015



  

 ISO 17839-3:2016 covers “Logical information interchange 

mechanism”

 Commands and data structures

 Internal Enrollment and External Enrollment

 Initiation of verification

 Status feedback

 Processing time management and extension

 Capability discovery mechanism

ISO 17839-3:2016



  

 2017 April, Mastercard started trial in South Africa, continued with Bulgaria

 Visa trial in Cyprus

BSoC commercial trials



  

 Biometric Match on Card and Sensor on Card prevents sensitive 

data (e.g. fingerprint) from leaving the card

 Demand has been around for decades, and technology continues 

to grow and improve

 Standards are available to ensure – interoperability, confidence in 

products and services, etc.

 Although the context here is “card”, the technology can be applied 

to other form factors – key chain, wrist band, other wearable 

devices with secure element capability

Summary and conclusion



  

An FAQ on Blockchain and

Distribute Ledger Technology (DLT)

(some ideas for TSAC WG7)



  

Q: What is the difference between Blockchain and DLT ?

Blockchain records transaction history,
for example, a coin passes through
different owners as it is transacted
(coin → John → Ah Beng → Ah Huat)

The transactions are recorded in a ledger,
distributed in multiple copies, across 
multiple computing devices (i.e. not kept
centrally)

If you don’t need to keep long transaction
history, there is no need for Blockchain,
just use DLT for distributed verification
(trust)



  

Q: What is the size of ledgers ?

In the order of GB for global
cryptocurrency

GB size is manageable on PC but IoT
devices will not have so much memory.
Can keep size small by eliminating
unnecessary long chains or items not
of interest



  

Q: What is the main operation in Blockchain / DLT ?

Record a transaction into the ledger, or,
I call it “notarisation”

“notarisation” is designed to be somewhat
slow and costly, thus making frauds “costly”

“notarisation” requires rounds of “compute,
check, retry” until you find the correct
data (e.g. hash value), hence costly.
For example, it takes about “10 minutes”
to add one Bitcoin transaction

Note: Use traditional PKI digital signature
if you need very fast “notarisation”



  

Q: What is mining ?

“Notary Public” officers (e.g. lawyers)
charge a fee for their service, likewise
“miners” provide the service for a fee

Because the incentive (fee) is not deducted
from the transaction, the “system” (by
design) rewards the “miners” a coin
whenever they complete a “notarisation”

Because a new coin is created for each
“notarisation”, the entity that does
this is called a “miner” (he mints new
coins), instead of “notarisation agent”



  

Q: What is the difference between Bitcoin and Ethereum ?

The cryptography (hashing algol) behind
Bitcoin can be computed efficiently using
low cost ASIC

Computation should not be too expensive
or too slow, and neither should it be too
cheap or too fast, there is an optimum range

Ethereum was designed to be ASIC resistant,
where its algol requires larger memory
(which ASIC does not provide)

Hence ASICs are used to “mine” Bitcoin while
GPU (graphics cards) are used to “mine”
Ethereum



  

Q: Can Blockchain be applied to non-currency domain?

Yes, why not?

For example, packets (command and data)
that passes from one IoT device to another

For example, biometric data that passes
from capturing device, through comms
device, to storage device, or to
comparison device, to devices that need
comparison result, to devices that display
comparison result



  

Q: Can Blockchain / DLT be used in IoT ?

Yes, why not ?

Distributed architecture avoids single
point of failure

Ledger size can be kept small, design
wisely

Low computing power devices verify
records they receive

High computing power devices perform
“notarisation”



  

Q: Does Blockchain / DLT replace PKI ?

No, they complement each other

When a new entity joins a Blockchain /
DLT community (“farm”), it needs to
obtain a list of trusted nodes

That initial starting point(s) can be
secured by PKI

Distributed architecture will not
totally displace central server
architecture – both will co-exist



  

THE END

THANK YOU

Q&A
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