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Background

• WG11 has a study period on the use of blockchain 
technology in the area of biometrics as applied to cards 
(the scope of WG11)

• Our interest in this area also aligns with the broader 
interest of applying blockchain to IoT devices in Singapore

• Given SG national body is also planning a PlugFest event 
for BSoC (biometric system on card), we decided to 
develop a proof-of-concept (PoC) software to combine the 
two works

• The software that we developed will process biometric 
matching scores into a blockchain – to illustrate ideas



Our sample blockchain . . overview

• Each record in our sample blockchain comprises 5 fields:
counter | previous_hash | data | nonce | current_hash
A sample section is given below:



Our sample blockchain . . counter

• The counter is displayed in decimal, range 0..999,999,999
• It is incremented for each data line, and the first data line 

has the number 1, while number 0 is reserved for the first 
record of the blockchain

• We call the first record (or block) the "BEGIN" record 
(instead of "genesis" block that is used in other literature)

• For our sample application, we added a "END" record after 
all the data lines – this is something other literature does 
not introduce



Our sample blockchain . . hash

• Our hash value is the 32-byte result of SHA-256, 
expressed in hexadecimal

• In the "classical" or "standard" (?) manner, previous_hash 
is the current_hash value of the previous record

• Note that the previous_hash of record number 1 is the 
current_hash of record number 0 "BEGIN"

• The current_hash is the value of computing SHA-256 on
counter | previous_hash | data | nonce

• For our example, all values are printable characters 
(decimal, hexadecimal, alphanumeric) and the separator '|' 
is not included in the SHA-256 calculation



Our sample blockchain . . data

• Each line of our data is the resultant score of matching one 
fingerprint data with another – same or different finger

• The source of these cross-matching scores is taken from 
a .LOG file that is produced by a cross-matching software 
intended for BSoC PlugFest

• In our example, the length of our data line is variable, 
because the matching score can be 1 to 3 digits (e.g. 0, 28, 
98 or 100)

• Some examples:
20201203_120103_218,Finger001v01_Finger001v10.txt,98

20201203_120103_328,Finger001v01_Finger002v01.txt,28

20201203_120103_453,Finger001v01_Finger002v02.txt,0



Our sample blockchain . . nonce

• Our nonce is a 4-byte hexadecimal value that is added so 
that the SHA-256 result can satisfy a "difficulty" 
requirement

• In our example, "difficulty" specifies the number of trailing 
zeros in the SHA-256 result

• For example, "difficulty=5" means 5 trailing hexadecimal 
zeros



Our sample blockchain . . FileITMT

• A screen snapshot of our blockchain software is attached



Our sample blockchain . . FileITMT

• The software starts by "loading" a .LOG file from a BSoC 
PlugFest session

• For each data line it reads in, it will package it into a format 
suitable for blockchain – adding a counter, previous_hash, 
nonce, current_hash

• The resultant output data line is inserted into another .LOG 
file

• There is an option to set the "difficulty" level and the 
number of processing threads to search for the suitable 
nonce that satisfies the "difficulty" requirement



Blockchain technology

Discussion
&

Analysis



Blockchain technology

• Q: what is the idea behind blockchain?
• A: the main idea or the smallest data record (block) is the 

following:
previous_hash | data | current_hash

• What this structure ensures, is that a change to any of the 
data entails a propagation of change to all the hash values 
that follows

• We intentionally introduced a "END" record to protect the 
last data record



Blockchain technology

• Q: what is the big deal with propagating hash calculation?
• A: nothing, calculating hash is very fast nowadays, unless 

you add a "difficulty", "nonce" requirement

• Q: so is there any use for single, simple blockchain?
• A: No (disappointment !!!) but distributing multiple copies of 

the same blockchain can be used for "verification using 
majority voting"

• Note: a large collection of blocks is also known as a 
"ledger" in other literature



Blockchain technology

• Q: how is introducing "difficulty", "slowness", "proof of 
work" useful?

• A: It adds time and computing cost to anyone who wants to 
alter the data. Any data that is received substantially late is 
suspected of having been altered

• Example: each record requires 5 minutes. If I prepare a set 
of blockchain and broadcast to N recipients, they should 
receive the set within "reasonably fast network speed" and 
anything after 5 minutes should be suspicious and 
subjected to further checks (e.g. by majority voting)



Blockchain technology

• Q: how does "majority voting" work?
• A: there are various understanding or implementation of 

the idea, however the main idea to ask a few other servers, 
or agents to verify some data that you have and reach your 
own conclusion by consensus or majority principle

• Note: other than "majority" voting, you can also have 
"trustable" servers or agents that you rely upon. A 
combination of "majority" and "trustable" is always possible



Blockchain technology

• Q: Any other usefulness of "BEGIN" and "END" blocks?
• A: If you have a blockchain and you wish to ask N servers 

or agents whether that blockchain is intact, the "BEGIN" 
and "END" blocks are sufficient for identification. This 
requires that the servers or agents kept complete copies of 
the blockchain ("BEGIN".. data .. "END"). This idea can be 
refined further for each project implementation



Blockchain technology

• Q: Does blockchain replace PKI or encryption?
• A: absolutely not! Blockchain, PKI, encryption, digital 

signature can be combined and used together, depending 
on what is the requirement and problem to solve

• Note: a strict, "text book" implementation of PKI requires 
constant "CRL" (certificate revocation list) checks. This 
maybe costly for some implementations and blockchain 
maybe a better option



Blockchain technology

• Q: Must data in blockchain be printable characters?
• A: absolutely not! The entire block can be binary or even 

BER-TLV !!! 



Blockchain technology – what's next?

• Q: Can blockchain be used in reader terminals and 
networks?

• Q: Any other possible application areas within SC17 and 
SC17 WG11?

• Q: In our implementation, nonce is not propagated forward 
(i.e. there is previous_hash, but no prev_nonce). Is this 
correct?



THE END

Thank you
Q&A

Further suggestions
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