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Backgrouna

* WG11 has a study period on the use of blockchain
technology in the area of biometrics as applied to cards
(the scope of WG11)

* Our interest in this area also aligns with the broader
interest of applying blockchain to loT devices in Singapore

* Given SG national body is also planning a PlugFest event
for BSoC (biometric system on card), we decided to
develop a proof-of-concept (PoC) software to combine the
two works

* The software that we developed will process biometric
,.matchlng scores into a blockchain — to illustrate ideas
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Our sample blockchain .

Y =

overview

* Each record in our sample blockchain comprises 5 fields:
counter | previous_hash | data | nonce | current_hash
A sample section is given below:

) BC_20201203 120102 046 Jog - Notepad

File Edit Format WView Help
38088008 | 128885 683ABBBFD662D13BF177AB457

D18Ca745DFAZAS

counter | previous_hash | data | nonce | current_hash

BEGIN=282812

2BADFSCSDF2EB35449ABBADCSCag0e8

CEEL] B9296C0702F2C7AADEIEA]TI0AFA6ABADFSCSDE 2EB35449ABBADCSCOOBEO JAFBBE28DF

1ger8@1vel Finger@81vel. txt,

G40 /DBBOFEG25F BBF JABDF 11ESAABC1070192 JEGOLAEBO000 ]

280008082 | 3AFBBE28DFFAF999487D880FE625F8BF 74BDF 11ESAABC187@1923E6BCAERDIRE

@4 | 81FB3ATB78515E8F 7FO65F49ADF1B53E6F9572132142C2078CDES37321

29201283_120102_375,Fingere@1v@l_Finger@@1ve2.txt,98|80183804|108713CIDDC13CER3
B811ACT5| 81FB3ATE7O515B8F7TF@65FA0ADFIBS3E6F9572132142C2D78CDES37321800800

38AE3BEBBD29657C6E25F2F1782CA2ZFBFCIA

200000083 | 1D8713C9DDC13CRO3AIBEAIAAEIGEABD29657C6E25F 2F1782CA2FBFC1ARAOEEO | 20201203_120102_508, Fingere@1vdl_Finger801ve3.txt,98
|

026008005 ABBA3BAA8?5SBD?66CDBEE95932D36EGBEBBDBCESﬂﬁdﬂgEFBFsiﬂFTASAIBQGBB|’°“ﬂ““= E3aiey

= 3

6| 16CeD773. BFCA7IEBBTBD3I2C2ACS57897FL 93F516DE1E

£00028007 | DAE9SDES1B1D773PAB181C6E331D243B236C606A329CDEEEIED771E1BE7R0000 | 20201283 _120102_921,Fingerf@1vel_Fingerfdlve7
200000088 | 9EEBF3832176476(7926910595EAE10124606572C4C4971A47D661009BE00000 | 20201203_128103_062,Finger8@lvdl_Fingerddlves

1_Finger@@lved.ixt, S8

EerogTy
—G875TIm inger@@1ves. txt,98

|28291293 12012 812, Flngereﬂlvﬂl Finger@@lve6.txt,98

4BBASBAABTS50D766CDO6ES5932DE0ERBE3ODECESAGAASEFBFB1AFTABALROBEE

 OD0GEAIE

80015291 | 16CAD773ABBAOFBFCATIEBBTBD3 2C2AC557897FDOBBARCI3F516DE 1040000000
@011F866 | DBR950851B10773086181C6E33102436236(6068329CDEEEIEDT71E1B8700800
.txt,QS|BﬁBCQBQEf9EEBF383217547EC?QZGQ19595EAE161246C65?2CAC4971A4?D661099BE88989
.txt,98|0007C626|866B52BD95194DCF71635C29EBAD1BFSTATB1B3C7135FFDBS2FCABBBF 5900000

©98PAeLRS | 866B52BD95194DCFT1635C29EBAD1BF5TA7B1B3C7135FFDBS2FCABSEFS000800 | 20201283 _120103_140,Fingerf@1vel_Finger8@1ves.txt,98|@024CA44 |4DR971CD56B433A966F 1F1196EA54ATEC226DEA2ZCO7A435CABFE2CA31AARREE0
280000010 | 4D0971CD56B433A966F1F1196E854A7EC226DEA2CSTA435CABFE2CO31AADO000 | 20201203_120103_218,Finger@@lvel_Finger8dlvl®.txt,98|00160430 | ABB106TDEDIB43E321D82A221FC65602451193538960045F 7B0B4B3COF FORB0R

oeeeaeell QEBIBGTDED9843E321D32n221FC656024511935389608d5F?EBB#BSCGFFGBB@B|28291293 120183_328,Finger8@1vel_Finger@@2vel.txt,28|0@036836|5F7AFELEBAFC191029A12E19385E62153AC415878A4510A1BEBS7 79708000800

280000012 | SF7AFELEBAFC191029A12E18385E62153AC415878A4510A1BEB9779708D0000@ | 20201203_120183_453,Finger@@1vdl_Finger802vel.
oeBeaeels 5128457844?9518F81385?ﬁ5FE44?Al2EAAFQFAClBlCBSBABBDBCAAS182@8968|28291293_1281@3_593 Fingere@lvel_ Finger@@2ves.
0000A8e14 | CB33B9C915A9EFC27ASABFOP6384AFBBASEB3B5864FCOTO3A00AB2652F2100000 | 20201203 _120103_718,Finger8d1vol_Fingerd@2vod.
200000015 | BI3CDAF445FDAZEBA48T 14EBD34C4579C6E594CF9541341C@08DFBECS5100000 | 20201203_1201083_843,Finger0@lvel_Finger8@2ves
©09PA8e16 | BIE3GE11446C5ABCFAG2ESDE783BASEASIA123DCES169FCSEFRFD22C98400000 | 20201203 _120103_953,Finger@@lvll_Finger@@2vs.
280000017 | CAEBE6359819608F 22581B048F 190F 3BC5B537B49E55FCABBADSFB15E3400000 | 20201203_120104_078,Finger8@lvel_Finger8a2va?
©9PPRAR1E8 | 9F37EAD4BC382CASBFESEAS3AC1A3BBE2FR91489D122DESSDESD3D3756600000 | 20201283 _120104 203, Fingerf@1vel_Fingerfd2ves
200000019 | ES3BEDF28561990CBAE1200687935636390F80C901D7AFEAGFACB37D8DEROOO0 | 20201203_120104_328,Finger@@lvel_Finger8@2vad
©09PP8e28 | TFFAF592373D31DCFBEFSERGFE8AA41CSSEF7BADEGBFBEBFE32FPBES5A2A800000 | 20201263 _120184_453,Fingere@lvel_Finger@@2vid.
200000021 | 386F959CSFOAEGBEECECBA2FBCI341FCEBSAE2C907862617C361DBA9BEE00000 | 20201203_120104_578,Finger@@lvel_Finger®@3vel.txt,0
899839822|3365D2151ElD39C588?&DBFA149Bd?5?GQBDF952276?47?285&2A8628D9889@8|28261293_128164_?83,Fingenﬂﬁlvﬁl_FingerBB3vB2.txt,B
800000023 | 6F7BD638E1152A66442236E2340EC81E1149731E0343151080539FEAARBOOAOR | 20201203_120104_B28,Finger8@1vdl_Finger8@3ve3. txt,0
88688982#|21DD3BAGCSBFSDZEFCBFDBSBd92019A[?9533D9784441B9E9328383E?E8088@8|28291293_128164_93?,Fingerﬂﬁlvﬁl_FingePBBBde.txt,B
208000025 | 69CEA3L1EC3782A1234FFA411ECBT760FDASFISDEDSERR54334C346FS56BCA0000 | 20201203_120185_878,Finger0@1vdl_Finger8@3ves.txt,0
899869826|9D67F5A5DQSAEAQC?CBBQIEDD86A880124ESDGTEQBCGDQFISESFADF3483688@8|28291293_128105*283,Fingerealval_FingePBB3v86.txt,B
200000027 | ADC41DBEC5ADCDIFABCATBEADFAAS31192644B67F1DCA5DDAF CBDDEESDF@@000 | 20201203_120185_328,Finger@@1vdl_Finger8@3va7. txt,0|0811EAEA
20000028 | C12F@9AB2C817CCDEDBOT 273657 742664AC2CFOD116AB84DE6D2FAS693400000 | 20201203_120105_453,Finger0@lvel_Finger8@3ves.txt,0|00096074
©98PA8e29 | AlIF1CSFES8BE35720861228E23EA7EFAESDAL7SBFE3C56F72015BC1A7DCARAEA | 20201283 _120105_578,Fingerf@1vel_Fingerf@3ves
8000000308 | EAFTC11FBOTESCO6ATD21860C67B706ABDBTA55467460CE34573ACAS7T7600000 | 20201203_120105_718,Finger@@lvel_Finger803vid.txt,0|
200008031 | ADICEIABESF854EBAB254ABCADAT7527DELIFFFBEFAFISF2AAB36ACAAE6200000 | 20201263 _120105_828,Finger8@lvel_Finger8@4vel.txt,d
800000032 | F7C93A4FDIBFB39455578EBBEA3B5TEA204967AG06TCT8577691E17208E00000 | 20201203_1281085_953,Finger@@lvel_Fingerd@dvel . txt,0
©98Peae33 | 39E94E32B95A696596F 25FBCTEA3GBD43CE5FR1D7CE153E4AAF3400ATFERREER | 20201283 _1201086_093,Finger8@lvel_Finger8@4ve3.txt,8
2800008034 | 14E23C148ACB171EFET21529F06B2AE0384803481625BFF984C1FACBFA900000 | 20201203_120106_203, Finger@@lvel_Finger8@d4ved. txt,0
896889835|BGE5D254EhA13FFFAEC648B2533FBC699EDEB869271E3F864999C8C9E8FGBB@B|28291293_128186_328,FingeraalvaluFingeraﬁdeS.txt,B
ARPPAARIA | FA2FANFASARCC1AFIRTASC IRFFARATF1A93FTFRFSSRA277IAFFARARCAFIAAAAAA | 202A12A3 178106 453 Fincerf@1v@l FincerfA4vAh.txt. A

QO8FFAFC
Ba288BAT
088410E6
B82CaEFC
©8189EBB
vee726F6

0B0ABFE3
ee1364C1
©8e13e03
@82DE1DC
0885AD2F
BOB59F85
ARRIAFRT

txt,®|0016E542 | 512845784479E18FB13857A5FE447A12EAAFSFAC1B1CBBBABBDBCAAS 10200080
txt,42'BBBDSQQGICS33B95915A9EFC2?A548F896384ﬁF5885B385864FCB?QBABQABZBSZFZ]GBBBB
txt,14|@01BF785 | B93CDAFA49FDA2EB448714EBD3ACA579CEES9ACFI541341C00BDFBECS5100600
.txt,14|80OEIS36 | B9EIGEL1446C5ABCFA62ESDETE3BASEAS1A123DCES169FCSEFRFD22C 93400000
txt,14|0819F665 | CAEBEG352819609F22581BR48F190F3BCSB537B49ES5FCEBBADSFB1SE3400060
.txt,8|@81820F4 | 9F 37EADABC3B2CA9BFEIEAS3IBC1A3BBE2FA91489D122DE99DESDID3T56680000
.txt,8|@8150417 | E53BEDF285B8199ACBAE1280687935B3B390F8AC281D7AFEAGFACE37DBDEARRAR
.twt,14|801A4599 | TFFAFS923730310DCFBEFSESGF80A41C55EF 7BADB6EF 88F632FBB65502A800000
txt,14|@805D68F | 386F959C5FAAEEBEECECBA2FBCI341FCEBSAE2C907062617C361D8ASBREROARR

3365D2151E1D39C5887ADBFA149B475769BDF952276747728BA2AB628D000000
6F7BD63@E1152A66442236E2340EC81E1149731E8343151088539FEQABEAROAR
21DD3BAGC38FSD2EFCBFDEBBA92019ACTO533D9784441B0ESB20303E7EBQ0000
69CEA311EC3782A1234FFA411ECE768FDA5F95DBD5ERR54334C346F56BCAR080
9D67FSASDISAEASCYCEBO41EDDOGABOD] 24EBDATEI3CEDIF1585FADF 340300080
4DCA41D86C54DCD1FABCRTBEADFAAS31192644B67F1DCA5DDAFCBDDEESDF @020
| C12F@9AB2CE17CCDEDBAT 2735774266440 2CFBD116ABBADEGD2FAS693400008
| A1F1C5FE98BE35720061228E23E87EFAESDAL7S8F83C56F 72015BC1A7DCA0000

.txt,14|@P486EBE | EAF7C11FBO7EGCBEATD2186DCE7B7OEABDBTA55467460CE34573ACAS77600000

| 4D9CBAABEIFB54EBAB254ABCADAT7527DE1FFFBEFAFOSF 2AAB364C 4086200000
F7C93A4FD2BFB39455578EBBEB3E57EA204967A6B6TC78577691E172D8EBE0E0
3J9ES4E32B95A696596F 25FBCTEAIGOD4A3CE5F@1D7CB153E4A4F 3480A9F EQROB0
14E23C148ACE171EFE721529FB6E2AEB3848034B1625BFF984C1F6CEF49080080
BOESD254EAAISFFFAECGABB2583FBC690BDEBBE927 1EBFBE4999CECOERBFOROBG
F92E@DFAS6CC16E1B789C3BFEARATF1093F7EBESS8927736FFOB0BCAF2400080
ARFARIFFRATTITRRTA1ADIAISICFACFRNT 76RAIFTRANGT729F FSFRNRARRT ARAAA

Ln1, Col1 100%  Windews (CRLF) UTF-8




Our sample blockchain . . counter”
e

* The counter is displayed in decimal, range 0..999,999,999

* |tis incremented for each data line, and the first data line
has the number 1, while number O is reserved for the first
record of the blockchain

* We call the first record (or block) the "BEGIN" record
(instead of "genesis" block that is used in other literature)

* For our sample application, we added a "END" record after
all the data lines — this is something other literature does
not introduce

File Edit Format View Help yd

AS BEGIN;2B291215 g93318 351]@392CBBE|8E?99296CB?92F2C?4A[

201203_120102 265,Finger@01lv@l Finger®01vO1.txt, 98]
PPPEEEEE2|| 3AFBBE28DFF4F999407D880FE625F 8BF 74BDF11ESAABC10701923E60CAERP000[[20261263 120102 375,Finger@@1vOl Finger881ve2.txt,98|

PoPEREEB3|| 1D8713CoDDC13CBR3ASBE030AE36EQ8D29657C6E25F2F1782CA2FBFC1ABRER0A||20201203_ 120102 _500,Finger80lv@l_Finger801ve3d.txt, 98]
peePEeRe4|| 81FB3A7B70515B8F7FB65F49ADF1B53E6F9572132142C2D78CDES37321800000((20201203 120102 593, Finger80lvol Finger®@lved.txt, 98|
POPEREEES|| ABBAZBAAST550D766CDRGES5932D86EASE30DECESAGAASEFBFE1AF7ABALOE00A||20201283_120102_687,Finger@01vel_Finger801vas.txt, 98]
B0RORERBG| 16CeD773AB809FEFCATIEBR7BD32C2AC557897FDABB6ACO3IFS16DE1040000000|(20201203_120102_812,Finger@0lvel_Finger@01ve6.txt,98]

AancnnananTll npanCNCOCADAIN T I 2AADAICA M CE D 21NN ADDA IS cACAIINANECCAENTI 4 C1 oo Taaaaallvanatraas 4a09a1a9 071 Ml acacAant.a R T ) S o T o O -
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Our sample blockchain . . hash

* Our hash value is the 32-byte result of SHA-256,
expressed in hexadecimal

* In the "classical" or "standard" (?) manner, previous hash
Is the current_hash value of the previous record

* Note that the previous hash of record number 1 is the
current_hash of record number 0 "BEGIN"

* The current_hash is the value of computing SHA-256 on
counter | previous hash | data | nonce
* For our example, all values are printable characters

(decimal, hexadecimal, alphanumeric) and the separator |’
/--"IS not included in the SHA-256 calculation
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Our sample blockchain . . data

* Each line of our data is the resultant score of matching one
fingerprint data with another — same or different finger

* The source of these cross-matching scores is taken from
a .LOG file that is produced by a cross-matching software
intended for BSoC PlugFest

* In our example, the length of our data line is variable,
because the matching score can be 1 to 3 digits (e.g. 0, 28,
98 or 100)

* Some examples:
20201203 _120103_218,Finger001v01_Finger001v10.txt,98
20201203 120103 _328,Finger001v01_Finger002v01.txt,28
o /2029\1203 120103_453,Finger001v01_Finger002v02.txt,0 Fln§e1lma§e#1matchFlne-

/ / score = 28

|iTsC g
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Our sample blockchain . . nonce
g

* Our nonce is a 4-byte hexadecimal value that is added so
that the SHA-256 result can satisfy a "difficulty”
requirement

* In our example, "difficulty” specifies the number of trailing
zeros in the SHA-256 result

* For example, "difficulty=5" means 5 trailing hexadecimal
Zeros

nonce current_hash W T

difficulty = 5 means 5 zeros
AADE3[E@1739AFA6A2BADF5C5DFREB35449ABBADCSCE0000 A
|@0165FE1|[SAFBBE28DFFAF995407D880F E625F 8BF 74BDF 11ESAABC10701923 E00600

| 601838064 J|1D8713CSDDC13CBA3A9BBA3BAE36EB8D29657C6E25F2F1782CA2FBFC1ABBBEOO
|6@11ACT7S||81FB3A7B76515B8F7FO65FA9ADF1BS3EAFS572132142C2D78CDES37321860600
| 00068098 ||4BBA3RAABTS50D766CDRGES5932D86EABE3BDECESAGAASEFBFE1AF7ABA100600
| 88815291 ||16C6D773A8809F8FCA79EBB78D32C2AC557897FDB8B6ACI3F516DE1040060000
|@@11F866||D@@95D851B1D77308B181C6E331D243B236C6060329CDEEE9ED771E1B8700000

|l dnarocnclloccOr a3 A Fc AT o IOV CNAACHCCACAAA VAS A CC W A A TA A TMs oA Myan D Caaann




Our sample blockchain . . FilelTMT

* A screen snhapshot of our blockchain software is attached

B ity = O o3

L oad 202071203 _120443_353 Finger004+v0_FingerQ03v0E txt.0

4 i ™
50201 205120445453 Finger004v02_FingerlDZ09tt0 ™ s :
20201 203120445578 FingerDav02_Firg=navioeen  lines of data to be added to blockchain

20201 203_120449_E5E Finger04v0Z_FingerD04wO bt 98
20201 203120449 796 Finger004+02_Finger00d02 tat 98
Stop l 20201203 120443 937 Finger004+402_Finger004+w03. tat 38

— 2020203 12045005 Finger004v02_Finger004+04. k2,33 W

level of difficulty to find suitable SHA256 ("proof of work™)
‘ Difficuity Nurn Threads [B = number of concurrent threads to find suitable SHA256

Progress

i progress status of adding data to blockchain

total duration when completed




Our sample blockchain . . FilelITMT

* The software starts by "loading" a .LOG file from a BSoC
PlugFest session

* For each data line it reads in, it will package it into a format
suitable for blockchain — adding a counter, previous hash,
nonce, current_hash

* The resultant output data line is inserted into another .LOG
file

* There is an option to set the "difficulty" level and the
number of processing threads to search for the suitable
nonce that satisfies the "difficulty” requirement

/’_\\
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. Blockchain technology
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Blockchain technology

e

[ ]

Q: what is the idea behind blockchain?

A: the main idea or the smallest data record (block) is the
following:

previous hash | data | current_hash

What this structure ensures, is that a change to any of the
data entails a propagation of change to all the hash values
that follows

We intentionally introduced a "END" record to protect the
last data record

File Edit Format View Help

aeeeaseas
0aoese0al
aaeeae0az2
aeeeass9s
000003600

aeeeascal

F1ZBBB5698DSZGC5691BSDSG3nGGBFD662Dl3BF1??AﬁdS?IFQDIGCB?ASDFAZAS!BEGIN:ZQZB]ZIS Beas2e 168“ DC7| F2158350907RE8BCE229C67702D477138D884115DC 76907 8F 3EDGE9854363008

F215835D9070E88C6229C677820477130D884115DC769078F 3EDGES854363088 — = SFingero@lvdl_Finger8@lvel.txt,98|00080997 |ABF61F4751AC98870FBECEBC1ESGFA9814157CFBAFI3E3B1B858F2171B9C5000

ASFGIFd?SIACQ8871FBSC88C1E66FA§81¢15?CFEnF93E3315358F217159C8836!29281293_128162_375,FingerBleBl_FingerBBlvBZAtxt,98|GBBBGE3F|5E49E35864?2A6FSE£lC610392Cd11C0881BBSS&DAlQCSd&GDBSAﬂl?BS?DSBGB
s R

FOBAD72B72057AR7E98B4143860D9328ECBF5913F48C840474106ABCA3E40A000 | 20281203 120825 986, Fingerdasv1a Fig&grﬁaévag‘txt,QSLQGGBSDFd 251FAEASTO204C267AD73B27EGESS68085EFE0798A321E61391DBAESCICAER08

251F4EA9?6204CZG?AD?BBZ?ESEQSGBBSSEF80?9BAB21E61391034E9C9C4§§§§!29261263_120826_946,Finger@ﬂSle_Finger&@leG.txt,QS|69961389IAGDSBZBGA2848E9346814??440CA598668A81?4363?04(9D3A?1203B4BC01908

ABDSB2BRA2B4BEABAG6E147744DCASIBREEA8174B5637D4C5D3A712D304BCA1006| END=20281215 801858 227] 0P0a0198 |9B854ATB68271F73847BB91FA400R9610754C4563ABA173AEF39EEG14629A080




Blockchain technology

* Q: what is the big deal with propagating hash calculation?

* A: nothing, calculating hash is very fast nowadays, unless
you add a "difficulty”, "nonce" requirement

* Q: so is there any use for single, simple blockchain?

* A: No (disappointment !!!) but distributing multiple copies of
the same blockchain can be used for "verification using
majority voting"

* Note: a large collection of blocks is also known as a
- “ledger” in other literature

=:\ITSC
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Blockphain' technology

* Q: how is introducing "dlfflculty" "slowness",
work" useful?

* A: It adds time and computing cost to anyone who wants to
alter the data. Any data that is received substantially late is
suspected of having been altered

proof of

* Example: each record requires 5 minutes. If | prepare a set
of blockchain and broadcast to N recipients, they should
receive the set within "reasonably fast network speed" and
anything after 5 minutes should be suspicious and
,_Subjected to further checks (e.g. by majority voting)

ITSC

\Aﬁ'_/lfm n Technology
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Blockchain technology

* Q: how does "majority voting" work?
* A: there are various understanding or implementation of
the idea, however the main idea to ask a few other servers,

or agents to verify some data that you have and reach your
own conclusion by consensus or majority principle

* Note: other than "majority" voting, you can also have
"trustable” servers or agents that you rely upon. A
combination of "majority" and "trustable" is always possible

/’_\\
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Blockchain technology

* Q: Any other usefulness of "BEGIN" and "END" blocks?

* A: If you have a blockchain and you wish to ask N servers
or agents whether that blockchain is intact, the "BEGIN"
and "END" blocks are sufficient for identification. This
requires that the servers or agents kept complete copies of
the blockchain ("BEGIN".. data .. "END"). This idea can be
refined further for each project implementation



Blockchain technology

* Q: Does blockchain replace PKI or encryption?

* A: absolutely not! Blockchain, PKI, encryption, digital
signature can be combined and used together, depending
on what is the requirement and problem to solve

* Note: a strict, "text book" implementation of PKI requires
constant "CRL" (certificate revocation list) checks. This
maybe costly for some implementations and blockchain
maybe a better option

/’_\\
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Blockchain technology

* Q: Must data in blockchain be printable characters?

* A: absolutely not! The entire block can be binary or even
BER-TLV !l



Blockchain technology — what's next?

* Q: Can blockchain be used in reader terminals and
networks?

* Q: Any other possible application areas within SC17 and
SC17 WG117?

* Q: In our implementation, nonce is not propagated forward
(i.e. there is previous hash, but no prev_nonce). Is this
correct?



~ THEEND

Thank you
Q&A
Further suggestions

tandards Committee



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19

