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Mobile ID in Singapore

 Singpass app

 Mobile application version of national digital identity

 Authentication via biometrics (face, fingerprint) or passcode

 TraceTogether App

 National COVID-19 contact tracing mobile application

 Alternative to physical TraceTogether token



Mobile ID in Singapore – Singpass app

 Can be used to login to government digital services

 For login on mobile, user clicks in-app link to launch service

 For login on desktop browser, user scans QR code using in-
app QR code scanner

 Other personal data accessible in-app:

 Passport details

 Driving licence

 Housing records, income tax records, CPF records (national 
social security savings scheme)



Mobile ID in Singapore – Singpass app

 Digital version of national IC

 From 1 November 2021, all government agencies accept 
digital IC as alternative to physical IC





Mobile ID in Singapore – Singpass app



Mobile ID in Singapore – Singpass app

 Can be used to digitally sign official documents

 Signing certificate is SHA-256 with ECDSA



Mobile ID in Singapore – Singpass app



Mobile ID in Singapore – Singpass app

 Can be used to provide personal information by scanning QR 
code





Mobile ID in Singapore – TraceTogether App

 Proximity information is exchanged over Bluetooth Low 
Energy (BLE) with other in-range TraceTogether devices (both 
app and token versions)

 Tied to user’s mobile number and IC number

 Temporary ID used for exchange is retrieved from server 
every 7 days



Mobile ID in Singapore – TraceTogether App



Mobile ID in Singapore – TraceTogether App

 Data is stored locally, automatically deleted after 25 days

 Data is only uploaded when user tests positive for COVID-19 
and agrees to upload the data to the government servers



Mobile ID in Singapore – TraceTogether App

 Other application functions:

 Display COVID-19 vaccination 

 status and test results

 Check in/out from venues 

 (SafeEntry)



Follow up from previous Singapore updates -



THE END
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